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ABSTRACT
In this paper a construction method of permutation
polynomials is developed. It is also shown how per-
mutation polynomials can be used in Biometric authen-
tication.
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1. INTRODUCTION
Let Fq be a finite field with q elements, where q is a
prime or power prime. A polynomial f ∈ Fq[x] is called
a permutation polynomial of Fq if f(x) = a has one so-
lution in Fq for every a in Fq. Permutation polynomials
have been an interesting subject of study in the area
of finite fields for many years. Particularly permuta-
tion polynomials have many important applications in
coding theory [1], cryptography [3], and combinatorial
design theory.

In section 2 a new method of construction of permuta-
tion polynomial is introduced. In section 3 how to use
permutation polynomials for biometric authentication
is demonstrated.

2. NEW CONSTRUCTION OF PERMU-
TATION POLYNOMIALS

Let's introduce some notations and definitions:

Let Fq = Fps be a finite field of characteristic p.

For every permutation polynomial f(x) over Fq, there
exists a unique polynomial, f−1(x) over Fq such that
f(f−1(x)) = (f−1(f(x)) = x called the compositional
inverse of f(x).

Definition 1.A polynomial F (x) is called a permuta-
tion polynomial of Fqn if the mapping F is a permuta-
tion of Fqn .

Definition 2.1.A polynomial of the form

L(x) =

n∑
i=0

aix
qi

with coefficients in an extension field Fqn of Fq is called
a q-polynomial or linearized polynomial over Fqn .

Theorem 2.2[2, Theorem 7.9].Let Fq be a finite 
field of characteristic p. Then the polynomial

L(x) =

n∑
i=0

aix
pi

∈ Fq

is a permutation polynomial of Fq if and only if L(x)
has one root 0 in Fq.

Theorem 2.3[4].Let

f(x) =

n∑
u=0

auxu ∈ Fq[x]

and F (x) be its linearized q-associate. Then the polyno-
mial f(x) is a primitive polynomial over Fq if and only
if the polynomial

x−1F (x) =

n∑
u=0

auxqu−1

is irreducible over Fq.

Based on theorem 2.3 we propose a new construction 
method of permutation polynomials over Fq .

Let f(x) =
∑n

u=0
auxu ∈ Fqs [x] be a primitive poly-

nomial. In accordance to Theorem 2.3 we can say that
polynomial

x−1L(x) =

n∑
u=0

aux2u−1

is a irreducible polynomial. Hence L(x) =
∑n

u=0
auxqu

has one 0 root. And by Theorem 2.1 L(x) is a permu-
tation polynomial F2s .

As such given the primitive polynomial

f(x) =

n∑
u=0

auxu

it is possible to construct L(x) =
∑n

u=0
auxqu

and L(x)
will be a permutation polynomial.

We define the weight of polynomial f(x) as a number
of non-zero terms of polynomial. Our target is to con-
struct one way permutation polynomials: i.e. permuta-
tion polynomials which inverse is unknown.



Our preliminary analysis shows that the construction of
inverse polynomial of L(x) is a difficult problem when
the weight of L(x) is greater than or equal to seven.
As such, having primitive polynomial of weight greater
than or equal to seven is sufficient to construct one
way permutation polynomial with weight greater than
or equal to seven.

3. AN APPLICATION OF PERMUTATION
POLYNOMIALS IN BIOMETRIC AU-
THENTICATION SCHEMES

Construction of Permutation polynomials described above
in fact provides a method of construction collision free 
one way function. This fact can be used in biometric 
authentication schemes as follows: Biometric informa-
tion b in many cases can be considered as an element 
of GF (2n). Evaluation of the Permutation polynomial 
over biometric information b f(b) can be considered as 
an encoded image of b and it is assumed that it would 
be computationally infeasible having f(b) to get b. As 
such f(b) can be considered as a reference template for 
the biometric information b. When using an application 
based on biometrics, first a  reference template is gener-
ated from the biometric sample provided in the enrol-
ment phase for later use. In the authentication phase, 
a new biometric sample is acquired and compared with 
the reference template. Hence, the application requires 
this reference template for a successful authentication 
and therefore it needs to be stored. Usually we store 
reference template in a centralized database. Storing 
unprotected biometric reference template in centralized 
database for each application increases the privacy risk 
a since we are storing as a reference encoded image 
of b by using permutation polynomials that risk can be
ignored.
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