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ABSTRACT thereby altering the original content. In [2] several types of

In this paper, the problems of detection of the fact of Similar attacksire examined.

unauthorized changing the content of a digital image, . o . i

determination of distorted parts and partial recovering of the [N Practice, it is often sufficient to establish the fact of
content from the damaged parts, are considevast of faIS|f|cat|or_1 or cour_nerfeltlng of an image. However, some
types of image tampering is based tr well known watermarkl_ng algorithms allow also the |de_nt|fy|ng areas of
operations of Copy-Paste, Copy-Move or of its damaged image [3, 4]. For example, in [4] a binary
combinations. In many investigations the basic approach forwatermarking algorithm is offered, an example of a
tamper detection is based on creating a watermarkingradlograph tampering Is shown and a me_thod_for detecting
procedure in such a way that the type and parameters the fact of tampering and locations of distortion over the
distortion of the watermark from an attack allow to make an 'Mage are given

inference on the presence of a fraud, to locate the damaged

parts of the image and even to recover them. In this paper 4" the literature there are also proposed watermarking
watermarking  algorithm is used which allows the algorithms that not only detect the distortion of the image,
manipulations over the images at different ratios of sizes of Put also are restoring the original information. One of the
image-container and watermark. Different schemes of 'estoring methods is the using of fragments of the image-
protection from a fraud and recovery of distorted parts of an container instead of the watermark. If watermarking
image are suggested. By means of numerical experiments th&@lgorithm is resistant to various kinds of attacks, then the

effectiveness ofthe suggested schemes and algorithms is extracted watermark, even if it was distorted, might contain
shown. some information on location or configuration of damaged

part of the image. Thus, it is possible to recover portions of

Keywords . . .. the image that have been cropped out, replaced, damaged, or
Image tampering, watermark compressing, authentication, oihenyise tampered, without accessing the original image [5,
integrity, recovery, combined approach 6, and 7].

1. INTRODUCTION It is necessary to note that for self-embedding an image into

With the emergence and development of image protectionitself one needs a universal enough watermarking algorithm,

technology by means of embedding into it a digital which allows manipulations with images of arbitrary types

watermark [1], the problem of establishing the authenticity and arbitrary sizes. One of the approaches to create such

and integrity of the image has aroused the interest ofalgorithms is to combine the space-domain and frequency-

researchers. Variety of approaches and schemes for detectiodomain techniques [8]. Really, using preliminary

of the unauthorized access and distortion of protectedcompression of a watermark in the frequency domain one

information was suggested. With the assumption that can increase the volume of embedded information at

tampering will alter also a watermark, an image can be admissible lost of quality.

authenticated by verifying that the extracted watermark is the

same as that which was inserted or it is similar to that. The approach taken in [8] and related combined algorithm
has been studied in detail in [9], resulting was greatly

The most common type of fraud is an attack to the content ofexpanded their area of application.

an image. In the literature it is named Copy-Paste, Copy-

Move or Collage attack, when one of the parts of the image In this paper, a method of application of combined algorithm

is copied to another part of the same or a different image,to solve the problems of detecting the fact of an image



tampering, to identify the distorted parts and to recovery 2 2 \Watermark extracting algorithm

them subsequently, is proposed.

2.METHOD

We give a brief description of the relevant procedures,
limiting to considering only the Gray Scale images.

2.1 Watermark embedding algorithm

2.1.1. Preliminary processing of the water mark
Before the embedding the watermark into the image-
container it is transformed as follows:

» WatermarkW = w, is splitted into blocks of sizdox b

pixels, where b can take the values 4, 8 or 16 depending on,

the size of I=0,1,...L-1;
k=0,1,...K-1;
= matrix of coefficients of the Discrete Cosine Transform

(DCT) is calculated for each blockDCT = (DCTij )
i, F0,1,..b-1;
= txt DCT coefficients of each block are stored, the rest is

discarded;
= stored coefficients of all blocks are combined into the

compressed matrix DCT°°mp:(DCTI(°f|"’“p) of sizes

watermark-image,

KxL (1= 01,...[~ 1 k=0,1,...K-1);
= an integer from the interval [0,255] is assigned to each
element of DCT ™ by the formula as follows:

DCT ™ - Min }

Max - Min
where Max, Min are the maximal and minimal elements of
the matrix DCT ™.

W, = [255 1

Thus, the matrix (1) can be considered as the mahix of
pixels intensities of the spectral pattern of embedding
watermark (SPW).

2.1.2. Embedding the spectral pattern of the water mark
= the original image to protect={amn} of sizesMx N ,
m=0,1,..M-1, n=0,1,..N-1

K'xL nonoverlapped blockisé by the number of pixels of
the SPW w . of sizes (M/K ')X (N/L'), where
£=0,1,2...,(K xL)-1;

is splitting into

»if M and N are not multiples of K' and K’

ay’x},

Denote the attacked watermarked image IW :{

where X denotes the attack. The watermark extraction
algorithm proceeds as follows:

= image "X :{a?f"x} is splitted into blocks by number of
pixels of embedded watermark. Denote the average
intensiies of pixels of blocks of the image-container by
{ué}, where

_ KL
_MN%

denote the average intensity of pixels&ith block of the

He > aminé ;

g

\
attacked watermarked image-containently * , where

W

KL ‘
He X :_ZZaW'X ;

MN o %
= the estimation of an element of SPW at presence of attack
X is calculated by formula as follows:
W', X
X Mg —(1—a)u
We == ©)
o
Formula (3) is obtained by the least-squares method.
= the extracted data are transformed by formula as follows:
DCT o — Max - Min @)

ki 25k
= the matrix with elements (4) is splitted into blocks of
sizestx t, and each block is complemented with necessary

number of zeros up to sizes bk b ;

= each block undergoes the inverse DCT;

= the data are combined in the matrix and converted into an
image with sizes of initial size of watermark;

® the pixels of the image are mixed according to the inverse

rule, which was applied at embedding process

o + Min ;

The combined spatial-frequency watermarking algorithm
described above allows to manipulate images with different
aspect ratio of the image container and watermark, which is
especially important in problems of the detection of forgeries
with unknown in advance geometry.

3. EXPERIMENTAL RESULTS

To test the effectiveness of the combined algorithm
described above a series of numerical experimentaried

out which used as a protection object test image Cameraman
of size 256 x 256 pixels (Fig. 1a), as a watermark image a
logo of size 32 x 32 pixels (Fig. 1b) and a fragment of

respectively, SPW is complemented with necessary numbefimage-container of sizes 128 x 128 pixels (Fig. 1c).

of zeros;

» each block of the imagel is placed in one-to-one

correspondence with pixels of the transformed watermark

W' . Depending upon the particular application may be
applied algorithm of mixing the coordinates of pixels with a
certain rule, for example, with Arnold transform;

* let W, be & -th pixel of watermarkW . Let pixel W be
embedded into block I, :iamz”z}' The embedding
procedure proceeds by formula as follows:

a¥ =(-o)a

men; taw,,

m;né
where a‘r’nvynE is corresponding pixel of watermarked image
S S

IW at fixed o >0 for all blocks.

Figure 1. Images which are used in the experiments: image-
container §), watermark-logo (b), a fragment of image-
container, used as the watermark (c).



type “Collage” is applied, so we get the tampered image of
3.1 Experiment 1 Fig. 3b. One can see that the extracted watermark though is
To control the integrity of the original image Cameraman distorted but allows getting some impressions about the
(Fig. 1a) it was watermarked by the watermark-logo. Since content of the original image.
the purpose of embedding the watermark is not only the
finding of fraud, but the determinatiatf the fragment which
has been tampered, the algorithm of mixing of pixels in this
experiment does not apply. Resulting eventually protected
image (Fig. 2a) has similarity to the original PSNR = 37.34
dB.

|

Figure 3. Results of Experiment 2. Protected image (a),
Tampered image (b), Extracted watermark (c).

3.3. Experiment 3

The images with multiple ROI can be found in practice. To
protect and subsequentlyecovery such images the
embedding a copy of the whole image into the original one

Then a fragment of protected image is copied to the sameIs proposed. It can be performed by using the combined

. . . . algorithm.

image (Copy-Paste attack). In F|gure 2b the _obtalned IMage ,"this experiment a copy of this image is self-embedded into
is shown. After watermark extracting by combined algorithm the i C at=003. Th tected i

we have the image of Fig. 2c, and the location of its distorted .e image B ameramap A € protected image
part indicates the distorted fragmentiaf protected image. with PSNR= 37.53 dB is shown in Fig. 4a.

Certain regions of an image can present special interest fronf €l application of modelled attack of type “Collage” we
the point of view of investigation or protection. Such regions 96t an image with two tampered fragments (Fig. 4b). One
are called Region of Interest (ROI). Therefore it is very Can see that the extracted watermark though is distorted but
important to have a possibility to recover the distorted ROI if &lows to recover partially the lost information about the
the attack takes place. To provide such possibility the ROI- Ofiginal image.

image can be embedded into the container as a watermark . . . .
using the combined watermarking procedure. Thus, embedding a watermark using the combined technique

allows establishing the fact of tampering of protecting image
and determining the distorted fragment. It is possible to
recover partially the content of the initial image by
comparing the extracted watermark ameldistorted image.

Figure 2. Results of Experiment 1: Protected image (a),
tampered image (b), extracted watermark (c).

3.2. Experiment 2

A fragment of image Cameraman is embedded to itself at
o = 003 after preliminary compressing up to sizes of 64x64
pixels (Fig. 1c). As a result we get the protected image of
Fig. 3a with PSNR=39.05 dB. Then a modelled attack of

Figure 4. Results of Experiment 3. Protected image (a), Tampered image (b),
Extracted watermark (c).

4. CONCLUSIONS the damaged parts of the image and even to recover them. In
In this paper, a problem of unauthorized changing of the tis paper, the investigated earlier combined spatial-
content of an image, determination of the location of frquency_ Watermarklng_algorlthm is used, Whl_ch aIIo_ws the
distorted parts and partial recovery of distorted parts is Manipulations over the images of different ratios of image-
considered. The most commonly used types of fraud arecontainer and watgrmark sizes. Possibility of self-embedding
based on operations such as Copy-Paste, Copy-Move and it8f @n image container or its fragment by using the proposed
combinations. The common technique for detection of such €°mbined algorithm is shown. Different schemes of image
attacks, used in many investigations, is based on using dampering and partial recovery of distorted parts of an image
watermarking procedure in such a way that the type andre suggested. Numerical experiments show the effectiveness
parameters of distortion of the watermark from an attack ©Of the proposed schemes and algorithms.

allow to make an inference on presence of a fraud, to locate
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