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Abstract — The article proposes to consider the choice of 
parameters of the mathematical model of the network for its 
optimization. The analysis of the network behavior is estimated 
using the Lyapunov stability theory. This can serve as a rough 
estimate of the state of the networked system.  
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I. INTRODUCTION  

 When deploying and operating a network infrastructure, 
there are often situations in which the decision to change one 
or another element included in the network can lead to a 
violation of stability and is not optimal. 

Network management is carried out on the basis of a set 
of data entered into the devices in accordance with the 
protocols and parameters of all components the network 
infrastructure. 

This issue is especially sensitive at the core layer of the 
network because, unlike the access and distribution layers, 
instability at the core layer affects the entire network 
infrastructure [1]-[2]-[3]. 

It is also necessary to consider the impact of local multi-
criteria changes on the entire global network infrastructure.  
At this stage the issue of network infrastructure as a rule  boils 
down to an increase in the transmission speed and volume of 
data, and the issue of sustainability is determined by the 
reliability of the software and hardware components of the 
network, where the influence of an external destabilizing 
factor is minimal. 

The issues of choosing true criteria from a multicriteria 
sample of the flow of event [4]-[5] are becoming relevant, 
with a quick reconfiguration of the network infrastructure in 
a limited time. 

The purpose of the article is to develop a model for 
assessing the resilience of a network infrastructure during 
rapid reconfiguration. To achieve this purpose the following 
tasks are considered and solved in the article: the concept of 
the stability function of the network infrastructure is 
introduced, a network model is developed in the form of a 
multicriteria dataset, and an algorithm for assessing the 
stability is developed. 

There are many situations in which and in relation to 
which it is required to make a choice. As a rule, the number 
of single-criterion elections is few, mainly the number of 
elections is multicriteria. Today, there is a wide range of 
solutions to solve this problem: from heuristic to axiomatic. 
However, it should be recognized that there is no one “ideal” 
method [6]-[7]. The problem of abstract choice consists in 
specifying one or more options from the available initial set 

of possible (feasible) options (solutions) that are call 
selectable. 

It should also be noted that with an increase in the amount 
of and the speed of data transmission over the network 
(especially at the network core layer), the reliability 
requirements for devices and software environments 
operating at different layers of the OSI model are growing 
[8]-[9]-[10]-[11].  

In a network infrastructure, a change in one parameter 
(configuration file) can lead to unstable operation of the entire 
infrastructure after a long time from the moment of the 
change. 

 The systematic approach to calculating the stability of the 
network infrastructure also allows you to assess the degree of 
fault tolerance. 

Along with the structural characteristics of the network, it 
is necessary to take into account many local factors 
(compatibility of software versions, protocols level of 
training of personnel in a geographically distributed network 
infrastructure) [12].  

The application of the Pareto principle also enables the 
formulation of scientific and statistical policy for the network 
infrastructure [13]-[14]. 

 Based on the foregoing, an urgent problem in the design 
and operation of network infrastructures is the task of 
building a model for assessing the stability of a network 
infrastructure in the context of its multicriteria optimization 
[4]. 

II. TERMS AND DEFINITION 

A. Lyapunov stable theory basic 

    Equation solution 
����� = f�(x
, x�, … … , x�, t)         (1)          

where φ�(t), i = 1,2, … … , m  satisfying the initial 

conditions  φ�(t�) = φ��,  i = 1,2, … … , m  is called 

Lyapunov stable, for t ⟶ ∞ if for any ε > 0 there is such δ(ε) > 0, for every solution x�(t), i = 1,2, … … m,  equations 

(1) initial values satisfy the conditions  

             |x�(t�) − φ��| < δ, i = 1,2, … … , m                      (2) 

 

        |x�(t) − φ�| < ε,     i = 1,2, … … , m                          (3) 

 For all t ≥ t�, where t� starting point [15]-[16]. 

 if for arbitrarily small  δ > 0 for at least one solution x�(t), i = 1,2, … … m inequalities (3) are not satisfied, 
then the solution φ�(t) is called unstable, 

 if in addition to the implement of inequalities (3) under 
condition (2), the condition  
 

                       lim�→% |x�(t) − φ�(t)| = 0                            (4) 
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where:  i = 1,2, … … , m then the solution φ�(t)                               i = 1,2, … … , m is called asymptotically stable [17]. 

B. The Pareto principle 

 Pareto rule (20/80 principle) means that 20% of the efforts 
give 80% of the result, and the remaining 80% effort only 20% 
of the result [18]-[19]. 

 
A Pareto chart is a type of chart that contains columns and 

a line graph, where individual values represented by columns 
in descending by order, and the cumulative total is represented 
by a line [20]. 

A decision maker is a person who makes a choice and 
bears full responsibility for its consequences [4]. 

C. Network technology 

   Network infrastructure is a collection of special equipment 

and software that creates the basis for effective information 

exchange [21]. 

  An Autonomous System (AS) is a system of IP networks and 

routers by managed one or more operators with a uniform 

routing policy with the Internet [22] - [23]. 

  Autonomous system number (ASN) is a unique identifier of 

a set of communication facilities organized on the System, 

with uniform control policies [23]. 

III. MODEL PARAMETERS 

To develop a mathematical model of a stratified network 
infrastructure, introduce the following notation and apply the 
OSI (Open Systems Interconnection) model [11]-[24]. 

1. & — many criteria of system elements 

 

             '()(
), ()(�), … … , ()(*)+ ∈ &                             (5) 

  where: ()(
)
— subset of physical layer devices criteria, 

()(�)
— subset of data link layer devices criteria, 

()(-)— subset of network layer devices criteria, 

()(/)— subset of transport layer devices criteria, 

()(*)
—subset of criteria for other devices (uninterruptible 

power supplies, antenna mast devices, antenna feeder 

devices). 
2. 0 —many declared system criteria (parameters, protocols, 
algorithms of functioning) 
 

            '1)(
), 1)(�), … … , 1)(*)+ ∈ 0                              (6) 

 where:  1)(
)
 —subset of static system criteria (trunk equipment, 

communication lines), 1)(�)
 —subset of dynamic system criteria, 1)(-) —subset of the degrees of freedom of the dynamic 

criteria of the system (range of IP addresses, range 
of allowed protocol changes, number of traffic 
encapsulations), 1)(/)

—security policy criteria subset system [25]-[26], 1)(*)
—subset of other system criteria (by the subset of other 

system criteria we mean possible but not applicable 
subsets of the system criteria (for example, the 
network can use IPv4 and IPv6 protocols, but only 
IPv4 is used, or a selected set of encryption and 

authentication algorithms out of all possible for the 
IPsec protocol)). 

3.  2 — many criteria for undefined system states 

 

                   '3)(
), 3)(�), … … , 3)(*)+ ∈ 2               (7) 

where: 3)(
)
—subset of criteria for uncertainty due to propagation 

medium, 3)(�)—subset of criteria for uncertainties arising from system 

vulnerabilities (undeclared capabilities of hardware and 
software that can be additional attack vectors), 3)(-)

—subset of criteria for uncertainties associated with an 

incomplete description of the system, 3)(/)
—subset of criteria for uncertainties associated with 

statistical errors of processes occurring in devices and 
software environments used in network infrastructure 
(thermal noise, software errors), 3)(*)

 —subset of other system criteria (by the subset of other 

criteria of the system we mean various known but not fixed 

vulnerabilities, the presence of insiders among the staff, the 

human factor itself in the matter of configuring the network 

infrastructure, ASN). 

     Due to the high level of abstraction, the G set includes both 

parametric and structural uncertainties [27]. 

 
4. 4 —network (AS) design topologies 

                      '5)(
), 5)(�)+ ∈ 4                          (8) 

where: 5)(
)
— fully connected AS topology, 

5)(�)—  hybrid connected AS topology.  

    Network infrastructure built on the base of complex 

mutually complementary construction topologies. 

  Fully connected topologies in large networks are rarely used, 

since N communications required for communication of 

N*(N-1)/2 nodes, that is, there is a quadratic dependence on 

the number of nodes [28]. 

5.  6 (stability test function) —criterion which determines the 
set of all states of the system (the multicriteria of the system) 
within a given measurement at continuous (within the set) 
time. 

 The Q criterion for each dataset is specified by a function 
that is independent of the system and is determined by 

external factors (for example, for 3(
) — the noise function, 

for  3(�)  —undeclared software and hardware capabilities, 1(�)  the update release time, or software support time). 
 Since the function Q is independent of the system, in 

some cases it can become an external destabilizing 
factor.When forming a stratified multicriteria network 
infrastructure model, it is necessary to use the stratification 
accuracy indicator. 

 Based on [27], we obtain the formulas for the accuracy of 
the network infrastructure stratification. 

The calculations of multicriteria stratification presented 
below were performed under the assumption of mutual 
statistical independence of the data. () , 7) , 3) , 5). 
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           8(&) =  9       8)(())     
:
                       (9)    

*<

)=

 

where: 8(&) — accuracy of stratification of the set of criteria 
for system elements, 

8(0) = 9         8)(1))     
:�                   (10) 

*>

)=

 

where: 8(0) — the accuracy of stratification of the declared 

system criteria, 

                              8(2) = 9       8)(3))      
:-                    (11) 

*?

)=

 

where: 8(2) — the accuracy of stratification of the declared 
system criteria,                  

8(4) = 9       8)(5))      
:/                      (12) 

*@

)=

 

where: 8(4) — system topologies stratification accuracy 

where: 

8)(()),  8)(1)),  8)(3)),  8)(5))— types of subsets to be 
stratified :
, :�, :-, :/— number of objects of subsets to be 
stratified A—unstratified network infrastructure 8(A)—stratified network infrastructure. 

 

                (&, 0, 2, 4, 6) ∈ A                            (12) 

 (8(&), 8(0), 8(2), 8(4), 6)  ∈ 8(A)            (13) 

 
It should be noted that in the practical calculation of the 

stability of the network infrastructure, it is not always nece-
ssary to carry out an accurate calculation of all stratified sets 
included in formula 13. 
                     

IV. ANALYSIS SCHEME 

1. Determination of criteria for evaluating the network 
infrastructure of (&, 0, 2, 4, 6) dataset. 

2. Stratification of a dataset of criteria  8(&), 8(0), 8(2), 8(4) and their subsets, 

3. Determination of the necessary criterion for assessing and 
impact on the network infrastructure from the datasets 
criteria.  

4. Obtaining the Q criterion (stability test function), 

5. Determination by the Pareto method of the minimum set of 
criteria (S) allowing the optimal result within the framework 
of multicriteria choice, 

6. Comparison S values with Q value 

 B > 6 network infrastructure is stable 

 B < 6 network infrastructure is not stable 

 B = 6 network infrastructure is stable  
           asymptotically.                        

   The S = Q variant is possible for static (within continuous 
time) network infrastructures (that is, the network 
configuration and the set of elements when do not change or 
change very slowly). 

V. IMPLEMENTATION 

  An example of calculating the resilience of a network 
infrastructure with equal numerical values of datasets with 
criteria and different resilience functions. 

 (
(
), (
(�), (
(-), (
(/)  = (�(
), (�(�), (�(-), (�(/)
  

 1
(
), 1
(�), 1
(-), 1
(/) = 1�(
), 1�(�), 1�(-), 1�(/)
 

 3
(
), 3
(�), 3
(-), 3
(/) = 3�(
), 3�(�), 3�(-), 3�(/)
 

 8
((, 1, 3)
C/ = 8�((, 1, 3)
C/ 

 6
 ≠ 6� 

 the projected network of a heterogeneous type  

 the entered datasets were obtained during the design 

of the network infrastructure of the distribution layer 

 Statistical calculations were in the IBM SPSS Statistics 
and IBM SPSS Modeler software environment [29]. 

     The "Pareto optimal" distribution in the network 
infrastructure of the elements of the datasets R, D, G 
presented in Tables 1, 2, 3 and Figures 1, 2, 3. 

TABLE 1 

“R”  DATASETS FOR NETWORK INFRASTRUCTURE  

 

 

         Fig. 1. The “Pareto optimal” distribution of elements 

of the dataset r in the network infrastructure 
 

TABLE 2 

“D” DATASETS FOR NETWORK INFRASTRUCTURE  

 

 The values of criteria 1
,�� and 1
,�-  given in Table 2 defined 

as: 

 

 

(
,�
  (
,��  (
,��  (
,�/  

27 82 46 62 

1
,�
  1
,��  1
,�-  1
,�/  

82 23 98 102 
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1. 1
,�� —dataset used protocols 

 set of routing protocols used [30] - [31] 

 encryption and authentication protocols (in 

particular the basic IPsec set) [32] 

 network infrastructure stability monitoring 

software.  

2.  1
,�- —dynamic address change systems use only IPv4. 

 
 

         Fig. 2. The “Pareto optimal” distribution of elements 

of the dataset d in the network infrastructure 

 
TABLE 3 

“D” DATASETS FOR NETWORK INFRASTRUCTURE  

 

 
 

Fig. 3. The “Pareto optimal” distribution of elements of 
the dataset g in the network infrastructure 

    In all the above examples, the network infrastructure was 

Pareto optimized without taking into account the stability 

functions (only technical optimization). 

 Taking into account various stability functions, it is 

determined that the Pareto optimal network infrastructure can 

go into a state of instability. 

   Instability of the network infrastructure can be both 

hardware and software failures as a result of a random event. 

     Also, instability can be caused as a result of a successful 

attack on the network infrastructure, due to the presence of 

devices and software that did not pass the 3)(�) E(F5G(FH test.  

  

  

  

Example 1 

  stability test function  6
 = IJKIL = 1 M 5 −x; 

  a detailed solution to the equation is given in [16]; 

  the solution is stable over the entire interval 5 ⟶ ∞ 

 The random function 6
 = IJKIL = 1 M 5 −x is taken as a 

function of stability. 

 The stability function 6
 = IJKIL = 1 M 5 −x presented in 

Figure 4. 

 
 

Fig. 4. The stability function 6
 = IJKIL = 1 M 5 −x graph 

Result: 
 Any non-negative “Pareto optimal” solution for a given 

multicriteria dataset will be optimal. 

Example 2 

 stability test function 6� = IJKIL = 1 − N�(5)  

 a detailed solution to the equation is given in [16] 

      The solution O)(5) is as follows. 

 O)(5) = 1 network infrastructure is stable 

 O)(5) = −1 network infrastructure becomes unstable 

         The stability function 6� = IJKIL = 1 − N�(5)  graph 

presented in Figure 5. 

 

Fig. 5 The stability function 6� = IJKIL = 1 − N�(5) graph 

Result: 
The above calculations for the dataset R,D,G at the 

physical layer are described as follows. 
 Failure of an element from the data set R ,D, G       

( O)(5) = −1 ) leads to unstable operation of the network 

3
,�
  3
,��  3
,�-  3
,�/  

5 32 8 18 
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infrastructure (and the greater the level of influence of this 
element, the more unstable the network infrastructure 
becomes), although according to the graphs (Fig.1, 2, 3) the 
multicriteria change is Pareto optimal”. 

 The solution O)(5) = 1 is a special case of the solution 
for the function Q given in Example 1. 

VI. CONCLUSIONS 

  The article discusses the conditions for the stability of 
the network infrastructure in multicriteria optimization. 
Datasets R, D, G, divide each segment of the multicriteria 
optimization for subsets.The introduced concept of the 
“external stability function” makes it possible to assess the 
possibility of optimizing a specific dataset of stratified 
multicriteria datasets. Тhe issue of tools for assessing and 
calculating multicriteria optimization is considered 
separately. A decision-making algorithm developed to 
optimize the multicriteria stratified network infrastructure. It 
is determined that an important condition for the stability of 
the network infrastructure in multicriteria stratification is the 
definition of the function (functions) of stability both for the 
local dataset and for the entire set of network infrastructure 
components. 

The presented calculations prove that within the 
framework of multicriteria optimization of the network 
infrastructure, it is necessary to take into account the external 
function of stability, since not in all cases the “Pareto 
optimal” solution increases the stability of the system. The 
developed model makes it possible to assess the stability of 
the network infrastructure in terms of its multicriteria 
optimization.  

A practical test of the model carried designing a network 
infrastructure for a heterogeneous network at the network 
core layer. 
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